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POLICY

LEAP uses CCTV for the purposes of: 
· The reduction in the fear of crime and reassurance of LEAP clients.
· Securing a safer environment for those people who live, visit and work at LEAP premises. 
· Detection, deterrence and prevention of crime, such as helping to identify and prosecute offenders and providing the Police with evidence to take criminal action in the courts; 
· Assisting in the delivery of LEAP services by reducing risk to LEAP staff and clients.

This policy sets out the accepted use and management of CCTV equipment and images to ensure that LEAP complies with the Data Protection Act 2018 and other relevant legislation. We process personal data in line with our Data Protection Policy. 

LEAP will also be aware of the Guiding Principles of the Surveillance Camera Code of Practice as published by the Home Office and updated in 2021. 

The purpose of this policy is to establish what CCTV LEAP will use, how it will be used and managed. 

PROCEDURE

Responsibility for the management of the system 

The Housing Manager has overall responsibility for the maintenance of the system with assistance from the Senior Housing Managers. They will periodically check the equipment and arrange for maintenance checks as required. 

The Housing Manager will ensure that images are deleted in accordance with the retention policy with assistance from LEAP’s IT provider. Members of the Management Team will have access to the recorded images during the maintenance of the systems but will under no circumstances routinely view, disclose or retain copies of the recorded images. 

The Housing Manager and Senior Housing Managers will be trained in the operation of the CCTV system, the Housing Manager will have access to all CCTV systems and the Senior Housing Officer’s will have access to their own area’s camera’s and will be aware of the data protection compliance requirements.




Access to and disclosure of images 

The Housing Manager, or Senior Housing Officers, are responsible for viewing images when investigating an incident or suspected incident. 

A Member of the Senior Leadership Team, preferably the Chief Executive or Housing Manager are responsible for authorising any download and disclosure of images.

Images may also be accessed by the relevant Investigating Manager if necessary, as part of a disciplinary investigation. Images may then be disclosed as part of the evidence assembled by the Investigating Manager in the event of a disciplinary hearing. 

Secure storage and retention of images 

Images will be stored on the LEAP cloud server in a folder that only relevant staff have access to and is securely protected. Images are routinely retained for one month but may be retained longer in the event that they are required as part of an investigation. 

Where images have been retained for an investigation the Housing Manager will take responsibility for the secure storage of those images. This will be done in liaison with an appointed Investigating Manager where necessary for disciplinary purposes.

Release of Information to Police and other Enforcement Bodies

It is probable that the Police may ask to view and keep a video recording(s) to seek supporting evidence relating to a crime. Requests can only be granted during LEAP’s office hours, which are Monday to Friday between 9am and 5pm. Such a request will be authorised by Senior Management upon the specific reason/purpose of the request this request will then be logged. 

In all cases the reviewing of evidence must be carried out under the supervision of a member of the management team.

Requests by other bodies, with statutory enforcement powers, to access evidence will only be granted if an adequate justification with regard to reason and duration is demonstrated at the time of request. Senior management must approve all such requests.

Release of Information in response to Data Subject Access Requests

LEAP’s Chief Executive is responsible for dealing with and responding to any requests for access to images made by individuals under the Data Protection Act 2018. Any requests received into LEAP for access to images must be forwarded to LEAP’s Chief Executive to be progressed using existing procedures. 
Release of Information to Third Parties

Release of information to the media will only be where it is decided that the publics’ assistance is needed in order to assist in the identification of victim, witness or perpetrator in relation to a criminal incident. This decision will be taken by the Chief Executive in consultation with the police and will have due regard to the wishes of the victim.

Recorded images will not be made more widely available and will not be made routinely available to the media. No recorded material will be sold or used for commercial purposes or the provision of entertainment.

Where CCTV is requested a LEAP incident should be completed, this should document why the CCTV is being accessed, which camera’s have been used, the date and times of any CCTV recorded and who the CCTV will be passed to.

General Evidential Management

Evidence will be presented in a digital format either on USB or via secure email or file sharing and logged. 

In accordance with Home Office and Data Protection Commissioner Recommendations, recordings will be kept for up to a maximum of 31 days.

If evidence is not collected within 31 days of the copy date the evidence will be destroyed.

Photographs

Photographs from digital playback should only be used to assist in the identification of incidents.

Photographs will be supplied to Police on formal request in the same way as that for video evidence. 

If the Police require a photograph then a duplicate will be made and retained in the LEAP office. A separate log will be maintained of all photographs produced which will include name of member of staff on duty, Police Officer (if applicable), time/date when photograph made, number of copies, details of the incident, and, if a copy is handed to the Police, the date/time when it was handed over.

All photographs will remain the property of LEAP.

Where photographs are not subject to Police action they shall be destroyed after 31 days. 

Use of the System

In circumstances when problems are anticipated during any part of a shift, arrangements may be made for a Police Officer to be present to view the CCTV for liaison purposes. This will normally apply for the duration of the incident and will be subject to authorisation from the Senior Management Team.

Monitoring of people or employees of LEAP will only be undertaken as a means of ensuring that LEAP is a safe place to work and live rather than the monitoring of staff and clients carrying out their legitimate business.  Senior Management will carry out random weekly checks of cameras selecting random dates and times. A log of all viewing will be recorded and kept safe.

All occasions of “Directed” surveillance must be authorised by a senior manager.

All LEAP staff with access to the CCTV system will be subject to disciplinary procedures for breaches of confidentiality. Non-compliance with the policy will be treated as gross misconduct within the Disciplinary Code. 

All cameras will be properly maintained to ensure clear images are recorded.

Incidents occurring on or around the premises for example: damage, neighbour complaints, incidents reported by other clients etc. may be corroborated by inspecting the recorded material.  As much information as possible with regard to date, time, descriptions of persons involved etc. should be gathered to ensure that the incident is investigated with due care and attention paid to Data Protection and Human Rights. All such inspections should be carried out by a member of the management team, logged and accompanied by an incident report.
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