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POLICY
This policy and the procedures that it underpins apply to all staff working in both Lincoln and Gainsborough, including senior managers and the board of trustees, paid staff, volunteers and sessional workers, agency staff, students and anyone working on behalf of LEAP in Lincoln or Gainsborough.
Data Protection and Confidentiality are legal requirements on all staff working in LEAP. The purpose of this policy is to ensure that personal data and information held and processed by LEAP or held and processed on our behalf by Third Parties, is handled in a safe and secure manner which complies with legislation and best practice relating to data protection and confidentiality. 
The Data Protection Act (DPA) 2018 and General Data Protection Regulations (GDPR/DPA 18) came into force on 25th May 2018. 
The key principles in the new Regulations are the same as the DPA and should not been seen as a barrier to processing and sharing information – as long as a defined “legal basis” has been identified and recorded. 
GDPR/DPA 2018 brings in a new “principle” of “transparency and accountability”. This means that Data Controllers (i.e. LEAP) has to ensure that Data Subjects (i.e. public; occupants; clients; staff) are aware of the processing of their personal data – and this information is readily available to them. 
Article 5 of the Act
Principles relating to the processing of personal data shall be:
a. processed lawfully, fairly and in a transparent manner in relation to the data subject ('lawfulness, fairness and transparency'); 
b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes ('purpose limitation'); 
c. adequate, relevant, and limited to what is necessary in relation to the purposes for which they are processed ('data minimisation')
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased, or rectified without delay ('accuracy') 
e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject ('storage limitation'); 6 SH IG 18 Data Protection & Confidentiality Policy Version 8 August 2020
f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organisational measures ('integrity and confidentiality').
ALL STAFF HAVE A LEGAL DUTY TO PROTECT THE PRIVACY OF INFORMATION ABOUT INDIVIDUALS 
This procedure covers all identifiable information created, processed, and stored on living individuals, occupants or staff. Throughout this document the term ‘Service User’ will be used to describe anyone who has received a service from LEAP and the term ‘Staff’ will be used to describe anyone all paid, non-paid and voluntary staff including students, apprentices and trustees.
Duties and Responsibilities
The following structure has been established to meet the requirements of data protection and confidentiality:
Board of Trustees: nominated lead with relevant knowledge and expertise in Data Protection and Confidentiality 
Chief Executive has a duty to ensure that:
· all staff are aware of the need to comply with GDPR/DPA 2018, in particular with the rights of service users wishing to access personal information and their records.
· all staff are aware of the arrangements with third parties who process personal data on behalf of the LEAP are subject to a written contract which stipulates appropriate security and confidentiality
· all staff are aware of the arrangements in place where LEAP is processing personal data on behalf someone else where there is a written contract which will stipulate how the information will be kept secure and confidential.
· They lead and foster a culture for protecting and appropriate use of information and data
· They monitor compliance with GDPR/DPA 18 including managing internal data protection activities
· Maintain an up-to-date Notification under GDPR/DPA 18 with the regulatory body (Information Commissioner’s Office)
· All staff receive suitable training on GDPR/DPA 18 appropriate to their position

Managers and Senior Managers are responsible for ensuring compliance with this policy and procedure and that staff undertake all training associated with GDPR/DPA 18.  

All staff have the responsibility of ensuring that Service Users are informed of LEAP’s Privacy Notice which details information processing and rights.  This should be done at the earliest convenience whilst ensuring that they are in a fit state to take on board the information.

The identified Data Controller for LEAP is Heidi Walton.
The Board lead for Data Protection and Confidentiality is Hannah Spencer.

Under the GDPR/DPA 18, data subjects have certain rights, which must be upheld:

· Be informed - through privacy notices (see below) and Data Protection Impact Assessments
· GDPR Article 13 – Right of Access – via Subject Access Requests
· GDPR Article 16 - Rectification - to have inaccuracies corrected
· GDPR Article 17 – Right to Erasure - to have information erased (right to be forgotten).  This right is not absolute and only applies in certain circumstances.
· GDPR Article 21 - Object to processing
Article 21 of the GDPR gives individuals the right to object to the processing of their personal data at any time. This effectively allows individuals to stop or prevent an organisation from processing their personal data. An objection may be in relation to all of the personal data an organisation holds about an individual or only to certain information.  It may also only relate to a particular purpose the organisation is processing the data for.

The right to object only applies in certain circumstances. Whether it applies depends on the purposes for processing and the organisations lawful basis for processing. From LEAP’s perspective, individuals can object as LEAP is processing information, however, this is not an absolute right, and LEAP can refuse to comply if:
· LEAP can demonstrate compelling legitimate grounds for the processing, which override the interests, rights and freedoms of the individual 
· or the processing is for the establishment, exercise or defence of legal claims.  
· Prevent automated decision-making and profiling
· Data portability – have information provided in electronic format and not hinder the data subject's transmission of personal data to a new data controller
· Consent to process - silence, pre-ticked boxes or inactivity does not constitute consent to process

Privacy Notice
GDPR requires data controllers to provide certain information to people whose data they hold and use; this is known as a Privacy Notice (PN). LEAP holds several Privacy Notices:
· Privacy Notice (Employees):  This is sent to all Employees prior to commencement of employment for staff to read and sign to confirm their understanding
· Privacy Notice (Service Users): This is provided at Induction for all potential beneficiaries using our services
· Privacy Statement: Published on LEAP’s Website: https://www.leap.uk.com/privacy relating to those visiting our website and/or social media

Lawful/legal basis for processing

GDPR/DPA 18 requires that all organisations identify the legal basis for any processing (i.e. collecting, using, storing etc.) of personal or special category information relating to data subjects (service users and staff).

Article 6 states:  Processing shall be lawful only if and to the extent that at least one of the following applies:
· the data subject has given consent to the processing of his or her personal data for one or more specific purposes.
· processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract.
· processing is necessary for compliance with a legal obligation to which the controller is subject.
· processing is necessary in order to protect the vital interests of the data subject or of another natural person.
· processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.
· processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.

Information received about potential service users is with expressed consent from the individual for their data to be shared.  It is necessary for LEAP to hold the information in order to be able to deliver a safe service to the individual and with a duty to protect other the vulnerable users and staff working within the service. Not all information is shared with all staff members, rather it is shared on a need-to-know basis with manual and electronic files locked as required.



Caldicott Principles for handling personal confidential data:

The Caldicott Report set out a number of general principles that health and social care organisations should use when reviewing its use of client information and these are set out below:
· Justify the purpose(s).
· Do not use personally identifiable information unless it is absolutely necessary.
· Use the minimum personally identifiable information.
· Access to personally identifiable information should be on a strict need to know basis.
· Everyone should be aware of their responsibilities.
· Understand and comply with the law.
· The duty to share information can be as important as the duty to protect a service users’ confidentiality.
CONFIDENTIALITY
Policy
Following the publication of the Caldicott Review in March 2013, the Health & Social Care
Information Centre published “A guide to confidentiality in health and social care” which
identified five rules for treating confidential information with respect:
1. All confidential information about a service user should be treated respectfully and their rights to confidentiality should be respected at all times
2. Confidential information about a service user should be shared by a housing team only when it is necessary for the safety and wellbeing of the service user
3. Any confidential information shared for the benefit of a community should remain anonymous
4. An individual has the right to object to their confidential information being shared. This right should always be respected
5. It is an organisation’s responsibility to implement a confidentiality policy with any procedures necessary to ensure this confidentiality

Service User Confidentiality
Information is collected from service users in confidence and attracts a common law duty of confidence until it has been effectively anonymised. This legal duty prohibits information use and disclosure without consent – effectively providing individuals with a degree of control over who sees information they provide in confidence. This duty can only be overridden if there is a statutory requirement, a court order, or if there is a robust public interest justification.



Procedure

On entering a LEAP service or on first contact, all service users should be asked which relatives, friends or carers they wish to be their Next of Kin and what information regarding their service they would like to share and when, and those they specifically do not give permission to receive information. 

In all cases, the wishes expressed must be appropriately documented in the service user’s records.

Staff Confidentiality
All staff are required to keep confidential any information regarding service user’s and staff, only informing those that have a need to know. In particular, telephone conversations and electronic communications should be conducted in a confidential manner.

Confidential information must not be disclosed to unauthorised parties without prior discussion and confirmation with a senior manager within LEAP. Staff must not process any personal information in contravention of the GDPR/DPA 18.

Any breaches of these requirements will potentially be regarded as serious misconduct and as such may result in disciplinary action.

Exemptions to confidentiality 
In certain circumstances personal information may be disclosed and guidance is below. However, it is vital in each case that staff assess the need to disclose the information and document that the information has been released to whom and for what reason. If they are in any doubt, they should seek advice from a Senior Manager.

Circumstances where the subject's right to confidentiality may be overridden are rare. Examples of these situations are: 
· Where the subject's life may be in danger, or cases in which s/he may not be capable of forming an appropriate decision 
· Where there is danger to other people, where the rights of others may supersede those of the subject, for example a risk to children or the serious misuse of drugs
· Where there is a serious threat to the staff 
· Where there is a serious threat to the community 
· In other exceptional circumstances, based on professional consideration and consultation.
· Evidence of child abuse
· Prevention/detection of a serious crime – Crime and Disorder Act 1998

LEAP will support any staff who, after careful consideration, professional judgement, and has sought guidance from a senior manager, can satisfactorily justify and has documented any decision to disclose or withhold information against the wishes of a service user.


LINKS WITH OTHER LEAP POLICIES
· Information Sharing
· Safeguarding
· Clear Screen and Desk (Separated from the above)
· Access to Records
· Creating Records
· Storage and Security of Information
· Remote Access and Mobile Working
· Data Retention
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